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Historic Context

• Office of the National Coordinator (ONC):

» Created in 2004 by executive order and Legislatively mandated in the Health Information 
Technology for Economic and Clinical Health Act (HITECH Act) of 2009

» Executive Branch (HHS) Office of the Secretary of Health 



ONC’S MISSION

Improve the health and well-being 
of individuals and communities 

through the use of technology and 
health information that is 

accessible when and where it 
matters most. 
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How does ONC do this?

• Provides for the certification and regulation of Health IT, which includes technology 
such as Electronic Health Records (EHRs) and Health Information Exchanges
(HIEs). 

• Certain health care payment programs require clinicians to use health IT that has 
been certified under the ONC Health IT Certification Program to provide specific 
clinical care and data exchange functions.

• Funding of Federal Health IT Grant Programs and Resources 

• Stakeholder Convening 

» Federal Advisory Committee Act

4



HITECH Act : Catalyst for Transformation
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EHR Incentive Program and 62 
Regional Extension Centers

Widespread adoption 
& use of EHRs

HITECH Act Current State
2009 2019
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Next Phase of Evolution

• Interoperability
• Decreasing Clinician Regulatory and Administrative Burden   



Health IT and the 21st Century Cures Act



A Focus on 21st Century Cures

» Our work on interoperability includes:

– Rulemaking to advance proposals for secure, accessible application 
programming interfaces (APIs).

– Rulemaking will also identify behaviors not considered to be 
information blocking to support OIG’s enforcement of Cures’ 
information blocking provisions.

– Advancement of a Trusted Exchange Framework & Common 
Agreement to set common principles, terms, and conditions that 
facilitate trust between disparate health information networks.

» Our work on usability includes:

– Working closely with the Centers for Medicare and Medicaid 
Services (CMS) to reduce administrative and reporting burden 
among clinicians.
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ONC is fully focused on the two 21st Century Cures Act’s priorities of increasing nationwide 
interoperability and improving usability/reducing clinician burden.



21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health 
IT Certification Program Notice for Proposed Rulemaking (NPRM)

Disclaimer



The United States Core Data for Interoperability Standard



US Core Data for Interoperability Proposed Version 1

https://www.healthit.gov/isa/us-core-data-interoperability-uscdi

https://www.healthit.gov/isa/us-core-data-interoperability-uscdi


Application Programming Interface (API) Criterion



API



21st Century Cures Act and Interoperability

14



What is the Trusted Exchange Framework?



Trusted Exchange Framework and Common Agreement 



21st Century Cures Act and Information Blocking (Section 4004)
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• Information blocking is a practice by a health IT developer, health care provider, health information 
exchange, or health information network that is likely to interfere with, prevent, or materially 
discourage access, exchange, or use of electronic health information (EHI)

» May be policies, business, technical or organizational practices.

» Section 4004 of the Cures Act authorizes the Secretary of Health and Human Services to identify reasonable 
and necessary activities that do not constitute information blocking



21st Century Cures Act and Information Blocking (Section 4004)
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21st Century Cures Act 4001 (a) Reduce Clinician Buren
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21st Century Cures Act  - Section 4001. (a)
Clinician Burden Reduction Report to Congress
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• Reduction in Burdens Goal--The Secretary of Health and Human Services shall 
establish a goal, strategy and recommendations with respect to the reduction of 
regulatory or administrative burdens (such as documentation requirements) relating 
to the use of electronic health records

• In consultation with providers of health services, health care payers, health 
professional societies, health information technology developers, public health 
entities, States, and other appropriate entities.



CMS and ONC collaborated to gain stakeholder feedback

Listening 
Sessions

Town Hall 
Meetings

Webinars
Public Comment 

through 
Rulemaking 
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Chief burdens reported by stakeholders

Billing-related 
documentation “note 

bloat”
Prior authorization Quality measurement

Poor user experience with 
health IT and clinical 

workflow

Too much time outside of 
patient care spent on 

electronic records

PDMPs poorly 
integrated into EHRs
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Strategies to Reduce Clinician Burden

Health IT Usability and the User Experience 

EHR Reporting

Public Health Reporting 

Clinical Documentation 
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Strategies to Reduce Clinician Burden

Health IT Usability and the User Experience

Improve alignment of EHRs with clinical workflow

Promote user interface optimization in health IT

Promote harmonization surrounding clinical content 
contained in health IT

Promote the importance of implementation decisions



Strategies to Reduce Clinician Burden

Simplify program reporting and participation requirements.

Reduce administrative and financial burdens associated with 
quality and EHR reporting programs.

Improve electronic clinical quality measures.

EHR Reporting



Strategies to Reduce Clinician Burden

Public Health Reporting

Better integration of prescribing of controlled substances 
and usage of state PDMP with EHR workflow.

Harmonize and simplify federal and state public health 
reporting requirements.



Strategies to Reduce Clinician Burden

Reduce regulatory burden around documentation 
requirements for patient visits. 

Clinician partnership - documentation best practices.

Reduce documentation burden tied to prior authorization.

Clinical Documentation



Public Comments on Draft Strategy 

https://www.healthit.gov/burdencomments

https://www.healthit.gov/burdencomments


Anticipated Timeline for Clinical Burden Reduction Strategy

Release Draft 
Strategy Report

(11/28/2018)

60-Day 
Public 

Comment 
Period

(closed on 
01/28/2019)

Release Final 
Strategy Report
(Fall/Winter 2019)

Continue 
Stakeholder 

Engagement and 
Monitor Progress 

on Goals



Health IT Playbook
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Goal: Help to resolve key issues and challenges clinicians are experiencing as it 
relates to health IT optimization and workflow

www.healthit.gov/playbook

http://www.healthit.gov/playbook


Let’s Continue Building upon Progress Together 

Thank you!!
Thomas.mason@hhs.gov



Additional Requests for Information: Exchange with Registries 



Information Blocking
OVERVIEW

Section 4004 of the Cures Act authorizes 
the Secretary to identify reasonable and 
necessary activities that do not constitute 
information blocking.

In consultation with stakeholders, we have 
identified seven categories of practices 
that would be reasonable and necessary, 
provided certain conditions are met. 

The seven categories of reasonable and necessary practices, and their corresponding conditions, are defined through the exceptions 
proposed at 45 CFR 171.201–207.  

If the actions of a regulated actor (health care provider, health IT developer, or health information exchange or network) satisfy one or 
more exception, the actions would not be treated as information blocking and the actor would not be subject to civil penalties and other 
disincentives under the law.

"Actors" regulated 
by the information 
blocking provision:
• Health Care Providers
• Health IT Develop ers of Certified Health IT
• Health Information Exchanges
• Health Information Networks

https://www.healthit.gov/NPRM

https://www.healthit.gov/NPRM


Key Concepts

What is 
information blocking? 
A practice by a health care provider, 
health IT developer, health 
information exchange, or health 
information network that, except as 
required by law or specified by the 
Secretary as a reasonable and 
necessary activity, is likely to interfere 
with, prevent, or materially 
discourage access, exchange, or use 
of electronic health information.



Key Concepts

• We propose to define EHI to mean electronic protected health information 
(as defined in HIPAA), and any other information that:
» is transmitted by or maintained in electronic media (as defined in 45 CFR 160.103);

» identifies the individual, or with respect to which there is a reasonable basis 
to believe the information can be used to identify the individual; 

» relates to the past, present, or future health or condition of an individual; the provision of 
health care to an individual; or the past, present, or future payment for the provision of health care to an individual.

• Not limited to information that is created 
or received by a health care provider. 

• Does not include health information that is 
de-identified consistent with the 
requirements of 45 CFR 164.514(b).

Electronic Health Information (EHI)



• § 171.201 Exception | Preventing Harm
» An actor may engage in practices that are reasonable 

and necessary to prevent physical harm to a patient 
or another person.

» The actor must have a reasonable belief that the 
practice will directly and substantially reduce the 
likelihood of physical harm to a patient or another person.

» The practice must implement an organizational policy that meets certain requirements or must be based on an individualized assessment of the risk in each case.

• § 171.202 Exception | Promoting the Privacy of Electronic Health Information
» An actor may engage in practices that protect 

the privacy of EHI.

» An actor must satisfy at least one of four discrete 
sub-exceptions that address scenarios that recognize 
existing privacy laws and privacy-protective practices: 
(1) practices that satisfy preconditions prescribed by 
privacy laws; (2) certain practices not regulated by HIPAA but which implement documented and transparent privacy policies; (3) denial of access practices that are 
specifically permitted under HIPAA; (4) practices that give effect to an individual's privacy preferences. 

» The information blocking provision will not require that actors provide access, exchange, or use of EHI in a manner that is not permitted under the HIPAA Privacy Rule.

» General conditions apply to ensure that practices are tailored to the specific privacy risk or interest being addressed and implemented in a consistent and non-
discriminatory manner.

This proposed exception would advance the goal of 
preventing information blocking for improper or self-
interested purposes while maintaining and upholding the 
privacy rights that patients now have.

This proposed exception acknowledges that the public 
interest in protecting patients and other persons against 
unreasonable risks of harm can justify practices that are likely 
to interfere with access, exchange, or use of electronic health 
information (EHI).

Information Blocking Exceptions 



• § 171.203 Exception | Promoting the Security of Electronic Health Information
» An actor may implement measures 

to promote the security of EHI. 

» The practice must be directly related to safeguarding 
the confidentiality, integrity, and availability of EHI. 

» The practice must be tailored to specific security risks and 
must be implemented in a consistent and non-discriminatory manner. 

» The practice must implement an organizational security policy that meets certain requirements or must be based on an individualized determination regarding the risk 
and response in each case.

• § 171.204 Exception | Recovering Costs Reasonably Incurred
» An actor may recover costs that it reasonably incurs, 

in providing access, exchange, or use of EHI.

» Fees must be: 
(1) charged on the basis of objective and verifiable 
criteria uniformly applied to all similarly situated 
persons and requests; (2) related to the costs of providing 
access, exchange, or use; and (3) reasonably allocated 
among all customers that use the product/service.

» Fees must not be based on anti-competitive or other impermissible criteria.

» Certain costs would be specifically excluded from coverage under this exception, such as costs that are speculative or subjective or costs associated with electronic access by an individual to their EHI. 

This proposed exception acknowledges that actors 
should be able to recover costs that they reasonably 
incur to develop technologies and provide services that 
enhance interoperability and promote innovation, 
competition, and consumer welfare.

This proposed exception would protect actors who 
mitigate security risks and implement appropriate 
safeguards to secure the EHI they control.

Information Blocking Exceptions 



• § 171.205 Exception | Responding to Requests that are Infeasible
» An actor may decline to provide access, exchange, 

or use of EHI in a manner that is infeasible.

» Complying with the request must impose a substantial 
burden on the actor that is unreasonable under the 
circumstances (taking into account the cost to the actor,                                                                    actor's resources, etc.). 

» The actor must timely respond to infeasible requests 
and work with requestors to provide a reasonable alternative means of accessing the EHI.

• § 171.206 Exception | Licensing of Interoperability Elements 
on Reasonable and Non-discriminatory Terms

» An actor that controls technologies or other 
interoperability elements that are necessary to enable 
access to EHI will not be information blocking so long 
as it licenses such elements on reasonable and 
non-discriminatory terms.

» The license can impose a reasonable royalty but must 
include appropriate rights so that the licensee can develop, market, and/or enable the use of interoperable products and services. 

» The terms of the license must be based on objective and verifiable criteria that are uniformly applied and must not be based on impermissible criteria, such as whether 
the requestor is a potential competitor.

This proposed exception would allow actors to protect 
the value of their innovations and earn returns on the 
investments they have made to develop, maintain, and 
update those innovations.

This proposed exception acknowledges that there may 
be legitimate practical challenges beyond an actor’s 
control that may limit its ability to comply with 
requests for access, exchange, or use of EHI.

Information Blocking Exceptions



» An actor may make health IT under its control 
temporarily unavailable in order to perform 
maintenance or improvements to the health IT. 

» An actor must ensure that the health IT is unavailable 
for no longer than necessary to achieve the maintenance 
or improvements.

» The practice must be implemented in a consistent and non-discriminatory manner.
» In circumstances when health IT is supplied to an individual or entity, the individual 

or entity (e.g., customer) must agree to the unavailability of health IT.

• § 171.207 Exception | Maintaining and Improving Health IT Performance

Information Blocking Exceptions 

The proposed exception recognizes that it may be reasonable and necessary for actors 
to make health IT, and in turn EHI, temporarily unavailable for the benefit of the overall 
performance of health IT.


